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VISION

"The department of IT wiill
strive to be at the top
position among the
renowned providers of IT
education”

MISSION

The IT department is
committed to enrich
students by rigorously
implementing quality
education with a focus to
make them industry ready,
while imbibing in them
professional ethics and
social values to become
responsible citizens



PROGRAM
OUTCOMES

PO 1: ENGINEERING KNOWLEDGE: Apply Knowledge of
Mathematics, Science, engineering fundamentals and an
engineering specialization to the solution of complex engineering

problems.

PO 2: PROBLEM ANALYSIS: Identify, formulate, research
literature and analyze complex engineering problems reaching
substantiated conclusions using first principles of mathematics,
natural sciences and engineering sciences.

PO 3: DESIGN /| DEVELOPMENT OF SOLUTIONS: Design
solutions for complex engineering problems and design system
components or processes that meet specified needs with
appropriate consideration for public health and safety, cultural,
societal and environmental considerations.




PO 6: THE ENGINEER AND SOCIETY: Apply reasoning informed
by contextual knowledge to assess societal, health, safety, legal
and cultural issues and the consequent responsibilities relevant to

professional engineering practice.




PO 10: COMMUNICATION: Communicate effectively on complex
engineering activities with the engineering community and with
society at large, such as being able to comprehend and write
effective reports and design documentation, make effective
presentations and give and receive clear instructions.




PROGRAM SPECIFIC QUTCOMES _

PSOT.

To develop the
culture of
augmenting existing
technologies to
create scalable IT
solutions.

8 s

48W To combine various
: technologies like
IoT,Cloud and Analytics
to provide
SEA g T I integrated solutions
RS to rcal time problems of
PS03: i government or

industries.
To master 1n

moulding any

problem into a web

or internet based
solutions.
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Dear Readers,

Engineers are one of the most important tools in
shaping the development of society as a whole.
Thus, here at TCET, we strive to provide students
with all the knowledge that is needed ana
enable them with the required abilities so that

they may become extraordinary engineers and

diligent citizens of our country.

This time as the 10th edition of Ezine is being put forth, | would like fo
comment the contribution that the students, faculty, alumni and parents
have made towards making the “Students’ Magazine” possible. Like all
editions before it, Ezine X serves as a platform for students and faculty to
share and hone their knowledge and skills and for them to showcase their
achievements in not just academia, but a wide spectrum of fields.
Moreover, the magazine showcases the activities that the department
and the institute conduct to ensure a versatile development among
students. Thus, Ezine is not just about academics; it strives to serve as @
beacon of inspiration for students to aim for greater heights.

We, at TCET believe that learning is a lifelong process - and that is
exactly the principle that we, through Ezine, have tried our best to instil
among students. Thus, Ezine is our way to make a little contribution
toward the betterment of society.

Sincerely,

Dr. Kamal Shah

Dean, R&D Cell
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Dear Readers,

The purpose of E-zine magazine is to imbibe
the technical knowledge in the minds of the
individuals. Knowledge in a classroom is only
limited and requires additional boost from
technical magazines like E-zine.

Not only that, there is an ever increasing gap between the industry and
the academics. It is really difficult to match with the pace with which the
industry grows technically. E-zine helps to bridge the gap of knowledge
by imparting latest topics of technical innovations in the world of
Information Technology. The best thing about E-zine is that it is a
magazine of the students, developed by the students and for the
students.

E-zine also provides a platform to the students and faculty members to
showcase their knowledge and research by publishing their technical
articles. The art of reading is diminishing day by day and E-zine is an
effort to keep that art of reading and gaining knowledge.




Nelson Mandela once famously said, "Education is the most powerful
weapon which you can use to change the world.” Let us try tfo change the
world for the betterment of humanity.  E-zine is thus just a baby step to
changing the perspective of an individual towards the society through
knowledge.

On behalf of the editorial team | thank the management of Thakur
College of Engineering and Technology for providing such a wonderful
platform for the students and faculty members. Also many
congratulations to the editorial team for putting efforts into the creation

of E-zine.

Mr.Aaditya Desai

Faculty Incharge




Dear Readers,

It gives me immense pleasure to lead the
department of IT. We started our journey in the

year of 2001. In the over 1.5 decades we have
grown our expertise & competence in the core IT
curriculum & research. The department has a
strong program in IT including B.E, M.E and Ph.D.

Programs.
The department is striving hard towards the goal of providing innovative &
quality education with high standard to achieve academic excellence. The
primary focus of our curriculum is to impart technical know-how to student,
promote their problem solving skills and innovation of few technologies. It
offers many platforms fo students including (ABL, PBL and TBL) for providing
wide spectrum of options to students to pursuel their interest. Our
department maintains active research domain for carrying out collaborative
and interdisciplinary research. The faculty members look forward to
contribute in solving technological challenges of the society with active

participation from all stakeholders. “Nothing can be achieved without
genuine effort.” The department boasts of experienced faculty who are dll
dedicated to teaching and research making a ditference in the lives of our
students. In nutshell, faculty members of the department are working in the
direction of shaping up the students to make them global competitive
technocrats and good Samaritans of our country. | congratulate team of
faculty members and students for their hard work, dedication and original
efforts.

Best wishes!!!

Dr.Rajesh Bansode
HOD, IT



EDITOR'S DESK

Dear Reader,

No one is a master from birth and none will ever be. The magazine
you are seeing is a result of lots of trial and errors. This experience
has given me and my team a great opportunity to explore various
tools, solve problems in about hundreds of round about ways,
matured us, increased our patience, improved our time
management and the most important is that we learnt the
importance of team work. These are some of the many soft-skills
that one cannot get in the classroom itself. With these three
months of hardships; | postulated that making a magazine is not an
easy thing!

What | understood from this involvement is that, a magazine is an
embodiment of studying, experience, hard work and time brought
in the form of articles written by the authors and those who have

put their effort in making it presentable. | hope that we have are
successful in creating a magazine which is successful in imbibing
these values in you. With this | would like to present you the 10th
Edition of IT Department's Technical Magazine, EZINE X.

Sincerely,

DIVYAM CHOUDHARY,
EDITOR-IN-CHIEF

S . . . .
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Quamum cryprography

is an approach towards
SeCuring  comimunications
by applying phenomenon
of quantum physics based
on usage of light and their
quantum  properties  lor
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cryptography works on the

physics ol informaton, and

also provides secure and protected
communication, whose security  1s
cuaranteed directly by the laws of physics.
Quantum  cryptography  first  came into
existence in the early seventies when Steven
Wiesner wrote “Conjugate Coding”. Quantum
cryptrography works on two important principles  of
quantum mechanics viz, (1) The Heisenberg uncertainty principle and (2) The Principle of
photon polarization. The Heisenberg uncertainty principle states that, the quantam state
of an object cannot be determined accurately, The principle of photon polarization states
that, an agent cannot copy unknown qubits Le. unknown quantum states, due to
no-cloning Theorem.
Cryptography transmits information in such a way that its access is entirely resiricted 1o
any person other than the intended recipient, even if the transmission itself 1s received by
any other. Cryptography operates with a sender encoding or encrvpting the original
IMessage or 1ext in a systematic way that conceals its meaning. The encrypled message or
crypto-text is transmitted, and the receiver recovers the message by crumbling or
decrypting the transmission. Existing cryprtographic techniques are usually identihed as
"traditional” or "modern.” Traditional techniques use operations of coding, transposition,
and substitution (alteration of plaintext characters). Traditional techniques were designed
to be simple, for encoding and decoding by hand. By contrast, modern techniques use
computers, and rely on extremely long keys, convolured algorithms, and intractable
problems to achieve security assurances. There are two branches of
modern cryprographic techniques viz. (1) Public Key encryption and
(2) Secret Key encryption.
In Public Key Cryprography, messages are exchanged using an

encryprion method so complex that even full disclosure of the




encoded operation provides no useful information for its decrypuion. Each participant has a
"public key" and a "private key”; the former is used by others to encrypt messages, and the
latter 1s used by the participant to decrvpt them. With Secret Key Cryprography, both
communicating parties  can use the same kev 1o encrypt and decrypt the messages. Belore
any encrypted data can be sent over the network, both should have the key and must agree
on the cryptographic algorithm that they will use for encrypton and decryption. One of the
major problems with Secrer Key Cryptography is the logistical 1ssue of how to get the key
[rom one party to the other without allowing any unauthorized access by an attacker, 10
Party(A) and Party(B) are securing their data using Secret Key Cryptography, and it Party(C)
rains access to their key, party(C) can understand any secret messages that he has intercepted
between A and B, Not only can C decrypt A's and B's messages, but he can also pretend than
heis A and send encrypted data to B, unbeknownst to B that the data 1s actually coming from
C, not AL

In quantum computing, a qubit 1s a unit of quantum information - the quantum analogue of
the classical bit 'The state of a qubit can be in a ‘superposition’ of O and 1 simultaneously
unlike any common bit which take only either values O or 1. Consider a qubit to be a single

photon, and wartch how 1t can be manipulated in the diagram below.

B \ IMagram (a): A single photon is emitted from a light source and passes
H"\& through a linear polarizer, which 1s placed horizontal in this case.
‘_ “+“* Therelore, this process creates a qubit with horizontal polarization,
(b)
. 1002 Diagram (b): When a horizontally-polarized photon passes
o E ; through a horizontally- or vertcally-oriented polarizing beam
o splitter, it alwavs retains its horizonial polarization.t
(c)

\ s0%%  Iagram (c): It a horizontally-polarized photon passes through a

+« The photon will be detected at one of the exits only,

diagonally-oriented polarizing Beam splitter:

 The probability of finding the photon at one of the exits is 500,

+ The polarization of the photon will change corresponding to diagonal polarization.

Applicatons of Quantum Cryptography:

Ultra-secure votng,
Secure Communications with Space.
A Smarter Power Grid,

Cluantum Internet.

Mukesh Choudhary
SE A13 POs attained: 1,2,3.4.5.8,10.11
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Tl’lere are thousands of
people suffering from a
corporeal condition like
paralysis, making them
copiously dependent on
others, even for a small
chore. But thanks to the
substantial boundaries of
science and technology,
the difliculties for a
quadriplegic person can be
eased using something called
as BRAINGATE TECHNOLOGY.

is nothing but an interaction

between humans and computers. It is
ordinarily a brain implant system i.e.
creating interfaces between neural systems and
computer chips. It is a mind-to-movement system
which helps a paralytic person to use his/her thoughts
in order to control computers. A sensor is implanted into the brain of a paralytic
person in order to monitor his/her brain activity which then converts their thoughts
and intentions into computer commands. Braingate Technology helps those who have
lost partial or complete control over any of the bodily functions such as to operate
various devices such as switching on/off 'T'V, lights, fans and operating the speed of the
fan etc. Besides, we can use robot arms for our damaged arms which can be controlled

by the computers/cursors on the screen to operate/meet our basic needs.

Braingate Technology was developed first by a biotech company named CYBER
KINETICS in 2003 in conjunction with the Department of Neuroscience at Brown
University and is in clinical trials.

Braingate Technology is a Brain-Computer Interface which consists of an Inter Neural
Signal Sensor and External Processors. The sensor consists of tiny chips comprising
hundreds of microscopic electrodes that detect each and every brain cell’s electrical
activities. The chip is implanted in the motor cortex area of the brain which control
body movements, External processors convert neural signals into output signals which

is then under the control of users. The external processors (computers) are connected

to the sensors in a brain via cables due to which the computers translate the brain

activity into useful communications using custom decoding software.

The basic principle of Braingate Technology is that the neural

systems along with the brain function generate neural signals

which are received by the computer chips implanted in the

brain and the thoughts or data generated is sent to the

computer system. There the user can view their generated

controls and think accordingly in order to perform basic




.

tasks using a cursor on the screen, similar 1o how a computer mouse is used. There are
basically two types of Brain-Computer Interface (BCI),

1. One Way BCI: It allows computers to either accept commands coming trom the brain or
1o send signals 1o the brain.

2. Two Way BCI: It allows the brain and computers to exchange information in both
directions.

= Advantages:

1. The biggest advantage of Braingate Technology is that the paralyzed person can use it in
order to decode their thoughts into useful communications due to which they can perform
basic tasks such as operating gadgets, etc.

2. Another advantage is that it may be helpful 1o people who have lost their voice. Since the
chips use elecirical pulses generated by the brain, there 1s a possibility of talking again via a
robotic voice or external processors can be used to translate the thought into text and display
the same on the screen.

4. Also, the Braingate chap can be implanted into the brains of the Air Force pilots. It can
help them to control their ighter aircrafis using their brain and can help take smart decisions
in dire situations in lesser time.

= Disadvantages:

1. One of the biggest disadvantages of Braingate Technology is that it requires Braingate
chips to be inserted inside the patient’s brain. This is a major disadvantage because if the
surgery goes incorrectly, it may even lead 1o patient’s immediate death.

2. Also, Braingate technology 1s not compatible yvet, so whosoever has a Bramnmgate chip
implanted into their brain, will have to be connected to a chair via a cable which has a
computer built into it. Whatever movemenitis are being done till now 1s through robotic arms
4. Also, the Braingate chip is not aflfordable 1o each and every person. Hence its use is limite:
So comprehensively, the concept of Braingate Technology is pretty extravagant and

unthinkable and 1t can help a whole lot of people.

Neha Ashok Jha Anjali Mishra
SE A 36 SE A 53

POs anained:11.2,3,4.5,7.8,10.11




Human beings are trying

1o make our lile as casier as

— — — .—-.I .-—-.I
E C E D 1t can be, Automation  1s
C C, one ol the kevs which helps
HAY | _r _n_ the  development ol a

nation as well as improves

N (VS B | F\ 1 "\ ] the lifestyle of people
‘\ there. US A 15 the
n. k ‘ H h Hl_lI_JL‘.]'I_‘.IUIW{_'.]' s II'ILfi]'

SVSLETTLS Al automated,

i

advanced, updared.

Automation in I'T’

I'T automation is the use of instructions
1o creale a repeated process that replaces
manual work of a person in data centers,
Through automartion, the desired ourput can be
achieved with a minimum use of labour.

When we use the Internet, the computer SYSLeIm ensures
whether the data 1s accessed by an authorized user by certain security checks, these
cecurity checks are purt into the system by the administration, there are a series of steps that
are checked by the computer belfore allowing access (o the user. For e.g., il a person is
calling another person who's already on a call, we hear an automated voice sayving "The user
is busy.

“The first rule of any rechnology used In a business 1s thar aumromarion applied o an
efthcient operation will immagnify the efhciency. The second 1s that automation applied ro an
methcient operation will magniify the inethciency.”

-Bill Gares
Pros and cons of automation
1. Through automation, the workload of an operatnon i1s put on the computer. The
computer being quicker than humans increases the speed of the system. As more and more
tasks can be executed in less amount of time, the efliciency of the antomated system is
[ RN .
2. The automated system can't be changed as per requirement.
4. The jobs in the I'l sector decrease as a
result of the use ol antomarted systems,
4. The automated svstems can be dangerous too, E.g.In 2010, an automated
system with a taulty algorithm leads to the crash of the stock market in

U5, which damaged the global trade.

Current technologies
Google home or amazon echo are some ntellicent auto

response systerms which interact with the user and responds




according to the users’ input.Anything on the internet or any command can be executed with
the help of them. This minimizes the manual work of typing the grievance on the nert,

searching it. Thus automaition saves time.

Future of Automation-

Automatic systems are expected 1o replace half of the worktorce. Automated systems will
sirengthen the connecuavity and reliability of humans on a computer system. Every
inlormation can be easily accessed and made available for human use. Robots for household
chores could be a part of the future. The emerging superpower could be the one with the

most ethicient and advanced automated systems.

Vikas Maurvya
SE A A5l
POs attained:1,2..8.4.5.8.10.11




Intrc}ductiﬂn - What is
Blockchain ?

‘ \‘ ‘ ‘ ‘ L -+ W Blockchain, as  the name
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A- vl 1 ,| J : sugoesis 15 a growing chain ol
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records, called blocks, hinked
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Ay Yy a | ﬁ \ to  one  another  using
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brainchild of a single person

— or a group of people who go

I_ ;
i I_ L by the pseudonym, Satoshi
b Nakamoto, Originally creared
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| I_I v V ‘ | public transaction ledger, 1t 15 now
| H A | { | finding 1t's used 1 various other technology
helds, A blockchain, by design, 15 immutable, 1t's
- data, once recorded cannot be altered without
moditying the subsequent blocks, which requires a
consensus of the majority of the network. The informanon
contained on a blockchain exists as a shared darabase, It 1s an
open ledger that can record mransactions between two different partes in a verifiably efficient
manner. It is a decentralized network and managed on a peer-to-peer basis. With this technology, the
problem of double spending 1s solved pretty convemently as vou do not need a third party, which
might be a trusted authority or a central server. Blockchain's database not stored i any one location,
15 hosted by millions of computers simultaneously, meaning its recorded data 15 accessible 1o
anvone on the planet,
Structure of Blockchain :
Many transactnions may be made in and out ol a single block of a blockchain, the blocks hold the

hatches of valid transactions. These are hashed and coded into a Merkle Tree, Each block is linked 10

another block by a cryprographic hash, Each block contains a cryprographic hash of the previous

block. The mtegrity of the prior block is confirmed due to this teration, leading down to the genesis
block. Average time taken for the network to generate one exira block in the blockchain 1s called
Block Time. For Ethereum, block time 15 14 seconds while for bitcoin 1s 10 munutes. A rule change in
the blockchain will mean that the blocks being produced by old rules will see the new blocks as
mvalid, this 1s called hard tork. An example of this is Ethereum, whose tork resulted in 1cs split into
Ethereum and Ethereum Classic chains.

A network of so-called ‘nodes” makes up the blockchain, A node 15 nothing but an admimstrator of
blockchain who joins involuntarily(since the network is decentralized). Each node

has got an incentive 1o join, the chance 1o win bitcoins, Nodes are said 1o "mine”

bitcoms. Although "mine” 1s more of a misnomer, each node 1s competng to

win bitcoins by solving computational puzzles.

Blockchain, since it 18 decenmralized, anything that happens to 1t 15 a

funcuon ol the network as a whole. It 15 not managed by a centralized

authority, but by its own network.




Where can we use Blockchain?

Here are some uses where blockchain can be implemented :

Smart Contracts: Distributed ledgers can be =R @

used 1o code smart contracts which will - o .p_:#:_“-'_\ & et f.}___ =
execute by itsell — without any human FEET e X e = Sl ==
interaction or intervention — provided the T - - ~— =
specified conditions are met to the fullest. VNN = = -
Eithercum is a blockchain created specifically S S L B

for this purpose. It is open source. At the

technology’s current rate of development, smart contracts can be used to perform simple
funcrions, such as, in a woll, once the project compensation money has been collected by the
tax-payers, the toll will stop collecting any more money and will shut down,
Governance: By making the poll results fully transparent and accessible to the public,
there will be total transparency during elections. ELthereum based smart contracts could
expedite in the automation process. The organizational decision 1s also possible on
blockchain with an app called Boardroom.

Banks: Many sections of the finance industry are looking forward to implementing
blockchain for banking as it would ease and speed up bank oflice settlerment systems. Many
banks, UBS, for example, are opening new research labs that are dedicated o researching
blockchain technology to explore how it can be used in iinancial services to reduce costs and
increase ethiciency.

File E‘itl.'_‘.l}'ag[‘.; Mstribution of data throughout the whole network will protect files from
being hacked or corrupt. Theretore, decentralizing file storage on the internet clearly brings
benefits. Internet comprising of decentralized websites would also increase the streaming
and transfer time,

lol: Internet of Things, meaning using internet network to control electronic devices. Smart
contracts make automartion ol remote systems management possible,

Types of Blockchain:

Currently, there are three types of blockchains viz,

1) Public Blockchain: These are the blockchains which have absolutely none access
restrictions. Literally, anvone with an internet connection can either conduct transactions or
execute consensus protocolivalidatnon), Examples are Bitcoin and Ethereum.,
2)Consortium Blockchain : It is a semi-decentralized blockchain. It is permissioned,
but a number of companies operate a single node each on the network. Administrators allow
only certain trusted nodes 1o execute consensus protocol.

a) Private Blockchain : These are fully permissioned. Unless a nerwork administrator

invites, one cannot join this blockchain. Validator access 15 also restricred.

Shubham Maheshwari
SE A 12 POs attained:1,2.3.4.5.6,7.8.10.11,12
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Su]['—l}rivmg car industry
C | ' 15 moving forward ar a
[:_ K | rapid pace right now with
s B B | _ iAW companies trying to make
amazing self-driving cars,

| Other than that, there is a
L[E"' ‘j | startup named DRIVEALD
r - N which has 1its own retrof

' kits to make a normal car or

a vehicle 1nto an

autonomaous vehicle,

lalking about "DRIVE.AT, it is a
Silicon Valley startup which was
founded 1n 2016 by several former lab

mates of Stanford Umiversity's Artihcial

Intelligence lab. DRIVE.AI took into concern
certain Statistics like the number of antomobile
related deaths caused due 1o human error and 1o
solve problems like these they positioned themselves in
the market with the best autonomous technology 1o create safer roads with smarter cars.
DREIVEALD is a deep learning Al soltware company that aims 1o solve the self-driving
challenge and creanng a sater world with a more ethcient transportation system. Talking
about the retroft kit, it uses camera based LIDAR (Light Detection and Ranging) to
complement a self-driving software stack grounded in deep learning.

The only problem is that it is not a solution where you just put the kit and it's done. It
will take a lot of time and that is the reason they are planning to oftfer their retroht kits to
other businesses as adding this kit to lots of cars together will cut down the cost. Also 1t will
reach a wide market in less time rather than serving it to every single customer separately,
The idea of turning a normal vehicle into an autonomous vehicle is imancially preferable
than buving a new Selt-Driving vehicle.

It 15 actually going 1o take some iime 1o reach to a bigger market with these technologies
being very much expensive, but who would have thought of just sitting in a vehicle and the
vehicle driving itself, Their bigrest competitor right now is "Waymo', which is another
self-driving technology development company. And also 'Otto,. a company which focuses
on retrofitting semi-trucks with radars, cameras and laser sensors to make themn

AUTONOITIOUS.

Hetvi Shah
SEITB 70 POs attamed:1,2,3,4.5.6,7.8.9.10.11
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In network LSO

activity for anomalies, that

15, deviations from profiles

ol normality  previously

learned from benign trafhe,

This can be done using a

number of tools or with the

help of hardware equipment.

Machine Learning can be primarily

be classihhed nto two categories 1l.e.

supervised learming, where a training set 1s

provided to a learning algorithm wherein a

‘right answer’ is predefined, and unsupervised

learning where a set of data is provided to a learning

algorithim that finds patterns in the data and clusters it
into groups based on their characreristics,

Traditionally, Network Intrusion Detection Systems (NIDS) can be categorized on the
basis of their method by which they detect intrusions., Misuse Detection based systems
monitor activities with predefined notions of malicious behaviours. This is where scalable
supervised algorithmes such as regularized logistic regression or SVMs (Support Vector
Machines) can be implemented. The performance ol any such sufhciently trained
algorithm can provide a level of accuracy surpassing even the most sophistcated firewalls
and NIDS thar do not employ machine learning. The other method of intrusion detection
is based on Anomaly Detection. Once again, the learning algorithms are provided with a
noton of normal network behaviour and have been trained to mark up or isolate
deviations from the prohle. This can be
done using MSD calculations where the mean squared difference between the observed
value and predicted values 1s computed,

The task for classifying network anomalies using machine learning is significantly
different from other implementations of classification algorithms. Anomaly detection
approaches [ace a set of recognizable problems. Such systems tend 1o raise a larger number
of false positnives since it is trained on previous network trafhc data and such data 1s rarely
found to be attack free. Thus, a detector may declare a benign deviation as a
threat. This very fact can be exploited by hackers by training a system on
a “dirty” set where it teaches a system to accept malicious attacks as
benign.

According 1o Sommer and Paxon 1] machine learning tools
applied on other domains for anomaly detection are proven 1o

work with great success where manual inspection is rendered




infeasible due 1o huge datasets. This discrepancy arises because NIDS exhibit particular
characteristics that make effective deployment of learning algorithms fundamentally
difficult. Typically, such algorithms are written for finding similarities while identtying
mismatching data. Larger systems use collaborative hiltering lor clustering. I the system
were to operate as an anomaly detector, it would cluster data that does not it into a pattern
and create a new class with a new label. As the number of network intrusion methods grows,
s0 does the number of such classes, making 1t increasingly dithcult o identfy genuine
INLrUSIOns.

In intrusion detection, the relative cost of any misclassiication is extremely high
compared 1o many other machine learning applications. A false positive requires spending
expensive analyst time examining the reported incident only to eventually determine thart 1
reflects benign underlyving activity, As argued by Axelsson, even a very small rate of false
positives can quickly render an NIDS unusable [2] . False negatives, on the other hand, have
the potential to cause serious damage to an organization. Lven a single compromised system

' can seriously undermine the integrity of the I'l infrastructure,
There are ways to implement scalable machine learning in NI1DS while ensuring
system ethclency and reliability on the predictions of recommender systems. In a domain
A where the number ol actions and consequent reactions are so diverse, it is always better 1o

rely on insight along with numerical hyvpotheses. One way of doing so 1s gaining a deeper
understanding of the threat model so as 1o develop an accurate recognition and response
system. Most ol the threats in network security are extremely specific and antackers choose 1o
distort a partcular part of a system. In such cases, it 1s always better to implement
independent response systems using a modular approach, each with a narrow scope
particular to a threat. Cost reduction using gradient descent optimization algorithms can
ercatly improve perlormance of any ML based NIDS since a higher cost can lead 1o a data
misfit and cause false positives, or worse — false negatives.

S50, to conclude machine learning has come a long way burt still 1s facing a lot of
challenges when it 15 1o be implemented in NI1DS, Thus, 1ssues such as outlier detection, high
classihication costs, false results, semantic gaps and lack of “clean” training examples need to
be solved betore a scalable ML based NIDS system can be fully functional at a global level.
REFERENCLES
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Let There Be
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SCOPE OF
BIG DATA

them. However, despite the
. modilication 1o our bodies and minds
there has been one thing that has staved

with us even today - the urge to collect darta.

yvears ago. Back then, the

average human huing&-‘.

were remarkably different,

si1ll coming to the rterms

with all the changes that

The art of collecting and counting has evolved

from being a way of keeping track of yvour cattle to
being the primary source of the information for areas of
study ranging from marketing to astrophwysics.

Big data- a misnomer

When the term Big Data was hrst used, a moniker given to every sort of data, ranging from
food to help, to sales, to data that government possesses, acquired through decades of
paperwork involving passport and driving licenses. Over the yvears, it has evolved gradually
to encompass all the schemes that proposed, and eventually use Big Data as their source of
information.

Imagine it yvou will that big data 1s the Digirtal equivalent of The Beatles. Now, musicians
influence the world over, and consequently allow themselves a different kind of freedom
of expression. But to a person who was only regular aware of their existence, the best way
1o show them the Beatles Legacy would be 1o inform them of the most popular musician
to have been strongly motivated 1o do what they do because ol them.

Just like the man who didn't have more than a vague idea of The Beatles, most people don't
know what Big Data is, and the only way to even partly understand this global
phenomenon and its staggering order of magnitade is 1o try 1o understand its more
popular sub -parts, The most common term bandied by tech company executives on
forums on the Internet are Smart Data, Identity Data and People Data.

Smart Data

Let's look at the most popular ol the three 1o begin with- Smart Darta,

Smart Data is essentially the subset of Big Data that can immediately  _#s8 I.I - 9”8
= =1 ] T - T L = - o ' L. -

be put mio use. Previously stated big data comprise of 8 Vs S ”~

Typically, Big Data problem consists of primarily Volume and o .

Velocity, with Variety taking a backseat. However, in the real

world, a large part of any information collected using algorithms

y




is just metadata having no immediate practical purpose. Smart data, on the other hand is

more purposeful e problem solving skills, focusing on the third V to sort out valuable,

actionable informartion.

The sorting of big data traditionally calls Tor professionals having high level of knowledge

regarding data collection and interpretation, and takes a lot of time and effort to pre-process,

clean and accurately segment before it becomes valuable to a particular company.

Identity data

The postmodern understanding of the human identity, paraphrase, that every human being

is a product of the intersection of all of his/her social interactions. This has several
- philosophical implications. It essentially means that every step that an individual rakes and

every decision he/she makes can be predicted- if there is sufhcient amount of information

available to analyeze. This 1s the essence of Identry Data,

It is also the part of Big Data that is most vital to security. Websites such as Wired and Slate

also use identity data to predict whar kinds of articles the subscriber 1s likely to enjoy, and 1o

try and improve on how they bring them the news of their preferences and suggestions of

stuft related to it.

People data

People Data is the internet equivalent of a call-center. This is because ivis the type of data that
1s used by companies to track the customers like they are a real human being. People data 1s
venerally collected through the social interaction of a customer including what social media

sites they prefer, where they got the recommendation to hirst stumble upon the website ol a
particular said company, if they staved on the website or close it immediately, and so on,
However, it is essential to take people data into account, especially concerning its more

reliable brethren, and thar 1s evident {from a cursory glance at the banking sector

With increasingly sophisticated techniques that help us make sense of incredible armount of
data, 1t 1s inevitable that the three will not only intersect, but may completely overlap, at

times, as well. We are going 1o encounter these terms much more [requently as time passes,

as they will be the cornerstones of most customer-based industries, scientihe endeavors, and

basic Internet-based human interaction..
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Th{':

imdustry’s primary maotive

pharmaceutical

ar

is to discover, develop and

produce pharmaceutical

drugs for medicanon,

* These industries are
‘ subjected 1o a variery of

laws and regulations that
vovern the patenting and
testing  of  these drugs.
Productivity of this industry

faces a dismal furture since

organizations’  discoveries andd
developments 1in new producis remain
maore or less the same, imnovation has
declined and the market conditions are
cetting harsher with each passing day. Altering the

discovery and development processes will be vital in

shaping the pharmaceurtical sector and in addressing

some of its key challenges.

Cloud computing is the delivery of computing services—servers, storage, databases,
networking, analytics, software and more, over the Internet, also known as the cloud.
Companics offering these computing services are called cloud providers and typically

charge for cloud computing services based on usage by the customers. Cloud computing

tacilitates rapid innovation and scope tor development and productvity. There are several
aspects of the drug discovery process that can be stireamlined using cloud-based solutions.
However, there is a customary hurdle thar companies encounter when it comes to
migrating towards the cloud. This hurdle i1s termed customizability. Pharmaceutical
organizations that have a lot of legacy on-premise software find 11 very expensive and
tedious to upgrade since they have created unique systems for specific tasks, Upgrading
and recreating these niche implementations across all systems can be challenging.
Although, now organizations are becoming increasingly comtfortable with cloud

technology which enable them 1o addressing their software needs Irom a more holistic

approach.

Companies are working with cloud vendors to create solutions that address
multiple pain points in the drug discovery process, rather than a solution
with a singular funcoon, This holistic approach adds value as the
swifiness of software deployment in the cloud provides
organizations with a sirategic edge, increasing efficiency and

enhancing a company’s overall olfering and time 1o market



FUTURE OF THE PHARMACEUTICAL INDUSTRY

Curtting costs, boosting efficiency and speeding up drug discovery are the primary targets of
pharmaceutical organizations and to achieve these objectives, companies have established
collaboration with Contract Research Organizations (CROs). Cloud computing can counter
the security and data integrity concerns associated with the pharmaceutical sector. Advanced
cloud products are enabling pharmaceutical organizations to discover unexplored resources.
Adopting cloud-based solutions can also bypass working with obsolete technology and
remove the barriers associated with frequent upgrades. Cloud computing grants companies
the ability to swiftly adopt the most efficient and relevant technology for their research
instead of creating the traditional unnecessary, tedious and time-consuming methods.

Cloud-based solutions have proved to be a boon for the pharmaceutical industry. If
institutions and organizations alter their business models to reflect these technological
advances, stagnant productivity can be completely eradicated and innovatve drugs would be
produced recurrently. The cloud-based technologies provide organizations with

technological enhancements today, to facilitate the discoveries of tomorrow.
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gENﬁ M ENF&IL Snmimmu Analysis is the

process  of  determining
whether a piece of writing
IS  positive, negative  or
neutral. It's also known as

OPINION Mining. Sentiment

Analysis 1s used by many
companies 1o hind people’s
opinion about any product

or a soclal 1ssue. In today's

world ol Big Data Analvtics,

Sentiment  Analysis  plays  an

integral role in the growth of a

company. Senitiment Analysis 1s also

used to predict the outcome of a real life

problem. This article focuses on Sentiment

Analysis wsing social media and how we can

achieve sentiment analysis using Machine Learning

Algorithms,

Machine Learning is a science which allows computers to learn and act like people, and
also to improve their learning over time autonomously, providing them with data and

immformanon in the form of observatnions and actual interactions,

Steps for Sentiment Analysis using Machine Learning:

I. Data Collection

2. Data cleaning

3. Data Shaping

4. Choosing an Algorithm

5. Training Machine Learning Algorithm
6. Validation to find accuracy

7Ty on new input

1. Data Collection

This is one of the most important steps in sentiment Analysis. As the Algorithm depends
on input data, the data collected should be relevant and should not be too less. Twitter also
provides an ofhcial AP@ 1o collect tweets. Also, there are many other open source libraries

to collect tweets.

2. Data Cleaning
After data 1s collected, it should be cleaned to generate data thar can
be used ahead. Data Cleaning involves: SENTIMENT ANALYSIS

l. Escaping HI'ML Characters

2. Decoding of Data /

3. Apostrophe lookup .

/ /1 1 A R,




Femowval of Stop Words
5. Look-up for slangs

6. Standardizing words

7. Remowval of URLs

. Replace Emoticon with words

3. Data Shaping

After Darta 1s cleaned, data needs to be shaped 1o appropriate format. NumPy, Pandas and
Skikit-learn library are used 1o convert cleaned data to required data format. As data is in text,
we need to convert it into a format which is understood by the algorithm. We use a bag of

words model to convert it into vector which 1s understood by algorithim.

4. Choosing Algorithm

There are many Algorithms available for Text Classification. Refer below diagram:

Lexicon-based Approach: e— ,_.]{'._?-'-‘_{.h____
e Ao e i ceriotire 1o a e e . — ==

Rules are written in scripring language 1o identily the ['-—- } ==

polarity and subjectivity of text, — fe—my L=

Supervised Learning:

Supcrvised Learning i1s a learning in which we teach or '
train the machine in using data which 1s well labeled,

meaning some data is already tageged with the correct answer. After that, the machine is
provided with a new set of examples (data) so that the supervised learning algorithm analvses
the traiming data (a set of training examples) and then produces a correct outcome from the
labeled data,

e Naive Bayes, Support Vector Machine, Decision Trees and Neural Networks

(&) Tradnicg

5. Training Algorithm [iabel]

Skikit-learn library provides for implementation

ol machine learning algorithms. !
(b) Predection !
[T e, B e
6. Validation ingat S

Training Darta 1s split into 2 parts: Training and Validation.
After training the algorithm, it 1s given valid data as input and the output is compared with a
validated label to check for accuracy. Depending on the accuracy, the machine learning

model 15 modihed.

7. Try on new input

Now, the trained algorithm is used to predict ourtput of unlabeled data. Analvsis 1s generated
atter getting the output for the inputted data.

Applications:

1. Product Reviews:

In recent nimes, people have been sharing their opinions and 1deas through social media.
Organizations invariably want to know about the opinion of their products and services.

Individual consumers also want feedback from existing users before buying a product. Since

there are many opinions to cope with, Sentiment Analysis comes to the rescue, not only




saving time but also improving accuracy. e.g.: Sentiment analysis for a product “xyz’

s

Customer Feedback plays a very important role

2. Customer Feedback:

In improving businesses. Sentiment Analysis can

help to classify feedback into 1ts respective

domain and then further classify them as positive, negative or neutral. For example, for a
hotel, customer feedback can be classified into different domains such as:

1. Room Service 2, Food 3. Cleanhiness 4, Statt ete,

Food
Drinks

Senvice

Staf

Comifort

L OOy

WValue

3. Brand-Watching:

Companies can analyze how people react to their marketing campaigns on social networking
platforms, such as Youlube, Facebook, Twitter and Instagram. This gives them objective
inlormation about which content is working, and, accordingly, allows them to reline their

marketing strategy.
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BLOCK CHAIN TECHNOLOGY AND BITCOIN

Agna Parikh and Aakash Paliwal

Abstraci-Block chain is a decentralized transaction
and information retrieval technology started mainly
for cryplo currencies mainly BITCOIN. Block chain
technology growth can change my aspects of life.
block chain technology provides high protection for
transactions, authenticity for our data and data
integrity makes it a better approach for safer
transactions , personal information stored in this
will transformed into a numeric value(hash) which is
difhcult to identity . BITCOIN and such crypto
currencies can serve a huge market for currency
exchange at global market thus leading more
interlinking ot world economy. Crypto currency can
be sub divided into currency security and
commaodity. Creating and managing such vast and
decentralized database is a big challenge in itself
with its own flaws. Our main objective is to study
about roots of block chain technology and Bitcoin,
development through years and its furure.
Keywords: Blockchain, crypto currency, bitcoin,
mining

L INTRODUCTION

Unlike World Wide Web which is centralized
block

accessible o all. Many people can write entries into

chain technology is  decentralized  and
record. It is a not product owned by any single user.
traditional

by
and

Currency transactions in wWays are

centralized and managed third party

organizations. Decentralized open  sourced
other and
of any

intermediaries. This brings safe exchanges. It is often

nature allows people 1o wrust each

exchange money avoiding involvement
confused that Bitcoin is equivalent to block chain
technology but Block chain is just a rechnology
behind bitcoin. Bitcoin is just an e-currency. Bitcoin
created a digital environment where commodities
can be exchanged with digital currency. They are the
concept of conhdence and anonymity. The country
should able to sustain these two elements forever, it
will impair its status if either one of this will get
affected. The main objective is the block chain
technology 15 becoming  day more
block be

concerned which 1s very risky as stated by the

by day

revolutionary  whereas chain  might

Finance industry.

What makes block chain more secure?
Data entered is stored in blocks. Each block consisis
ol three parts: Data, Hash and Hash of Exchanges.
Hash ofprevious block. Hash is always unigque just
like a hingerprint. Once a block is created its hash is
calculated. Hash of previous block links one block 1o
other creating nodes. Thus, information about all
exchanges are shared to every node thereby making
system more transparent compared to traditional
ays. Thus, due to this reason crypto currencies are
based on block chain development technology.

It seems that digital currency 15 solution to
traditional flaws in money exchange ways but it still
has many difhculiies and constraints that need 1o be
studied.

The bitcoins price is determined by supply and
demand of coins. There are only a few bitcoins in
circulation and new ones are created at predictable
rate just like fiar currency, this helps 1o keep price
stable. Being relatvely new and having a small

market, the currency 1s stll volatile.

. REVIEW OF PAPER

HISTORY: Every new technology that grows to
become tomorrow’s future has its roots unknown
like internet and block chain.. Bitcoin was created 1o
wake the inancial crisis 1o operate of outside
governments, banks and other financial institutions
other digital and virtual currencies also called
crypro currencies appeared soon afterwards.
Blockchain first came into knowledge at around
2009 when Satoshi Nakamoto published the paper
named “"BITCOIN: A PEER TO PEER
ELECTRONIC CASH SYSTEM™ and software of
BITCOIN o public. The increase in popularity of
Bitcoin lead crypto currency emerged. Among first
o emerge was Namecoin and Litecoin. [5]
Invention of block chain technology and bitcoin
has created ripples in world inancial transactions

and economy.
BITCOIN REGULATION AND LAWFRAMING:
1. UNITED STATES OF AMERICA

USA serves convenient ways for Bitcoin

imvestments. There are many ATMs exchanging




crypto currencies. Most of Bitcoin companies are

headquartered in The United States. Law framing is
complex in USA mainly due to its federal system.
Crypto currencies are considered a property, assets
or stock shares. Transactions with bitcoin and ahike
crypto currencies are taxable just like property. Law
and left
governments and no commeon law 15 yet made by

regulation framing has been 1o state
central government. Few states are have rules and
laws which are bitcoin friendly i.e. they have either
no money transfer law or have law which provide
people and few other states don’t promote bitcoin

INVEeSHIMents.,

2. INDIA

Many Indians believe that they will be using crypto
currency. It is a fantasy, a hidden fantasy but by
govermment it is not approved though it is not official
illegal ver

In the Union Budget 2018, the finance minister
mentioned “there is no clear data or evidence that
virtual currencies have risen to such an extent where
they need 1o be banned. “and they are predicting thart
it is a real and heightened risky bubble of the type
seen in “Ponzi” scheme which can result in sudden
and prolonged crashed exposing investor especially
retailed consumer losing their hard earned money,
the government has also cleared that such virtual
currency do not have any regulatory permission or
protection  in India so the investor and other
participant deal with this virtwal currency ar their
b KBl has
introduced they didn't given any license to trade in
crypto currency as well as CENTRAL BANK has

1ssued that it 15 very risky

own risk and showuld best avolded.

Indian government
cautioned investors against investng. Investors are
been asked to deposit twenty percent of advance tax
on profits gained by Bitcoin and other crypto
currency exchanges. Some of the bank like SBI are
not allowing to withdraw the money from their wallet
as Zebpay wallet, Since 1t 18 peer to peer connection
without involving any intermediate the black money
can be converted to white money and there will be
loss 1o CENTRAL BANK as compared o bitcoin
which is borderless transaction so people will be
more valued 1o bitcoin so there will be less rading
and though the budget of entire system will be
changed which will adversely affect the poor people
and the various types of loans will seems 10 be
accomplished as people will start investing their

money on bitcoin .thus the market value will keep

changing as the value of the bitcoin will change. On

December 2018 there will be hinal declaration that
bitcoin is a legal tender or not on what will be the

restriction on it.[ 1).

3. GREAT BRITAIN

It is main platform for erypto currency exchange. It
is one of the most favorable and supportive for
bitcoin businesses and startups. Several government
agencies working on it plans to regulate bitcoin
transactions in order 1o avoid use for frauds and
other illegal activities, "The UK's leading crypto
currency companies have joined together to launch
a self-regulatory wrade body—Crypto—tio  improve

industry standards

4, G20 SUMMIT

A letter issued by France and Germany issued a
letter requesting discussion for regulation on bitcoin
and like crypto currencies, Countries fear growth of

bitcoin may put their citizens at risk.

CHINA
The People’'s Bank of China (PBOC) which is central

a.

authority thar regulates inancial institutions issued
a statement “it would block access 1o all domestic
and foreign currency exchanges and 1C0O websites
with a ban of all foreign exchange”™ Which has been
a considered a 6% decline in bitcoin prices this is
due to the risk of the monetary system due 1o the
unlawful issuance of crypto currencies, multi-level
marketing and Ponzi schemes .in January 2018
Bobby Lee, CEO and co-founder of BTCC (which
closed its China operations), expressed hope that
“It's only a matter of time before China lifts the
crypto exchange ban.” Lee said the resilient nature
of crypto currencies will enable them to spring back

following more regulations... [2]

6. JAPAN

Last year Japan and its payment services act to
legally define virtual currencies as a means of a
financial settlement requiring virtual currency
exchanges to register with the government and
submit annual report .as of mid-January 16
registered crypto currency exchanges, making the
Nation a major I.'!I.;;I}"t"l' in the feld, The recent theft
of roughly ¥58 billion worth of crypto currency
holdings from a Tokyo-based virtual currency
exchange — the largest-ever heist of its kind —
makes the case for more steps o tighten oversight
of such exchanges. Regulations on virtual currencies

should be considered in a balanced manner thiat




addresses the problems that have been exposed while

weighing the impact on their future potential to

radically change financial services. [3]

7. RUSSIA

For security purpose the bill legalizes the term
“Digital financial assets”™ as a security in elecuronic
form, which is verified by making a digital record in
the register of the digital transaction named as
blockchain. The bill states that crypto currencies are
not an authorized means of payment in Russia,
Therefore, crypro currency based on this draft is not
money. Crypto currency is widely spreading all over
the world.it allows the individuals.

And investor to speculate as they do with the stock.
The finance ministry proposed to legalize crypto
currencies but was opposed by the central bank due
to “a loss of control over the money flows from
abroad.” whereas as we concern abourt bitcoin and the
crime which is spreading all over the world the prime
minister of Russia

“Vladimir Putin “has officially announced that crypto
currencies will ofhcially regulated in Russia and
stated that aside from wutilizing the blockchain
technology .the system is in no way connected 1o
bitcoin , which is just another digital token. The block

chain technology is a platform that can facilitate wide

variety of transfer = potentially including new
Fussian state crypto
currency  backed by gold. Both the central

government and the hnance ministry were working
separately on a draft law to regulate crypto currencies
which was postpone due to lack of agreement in their
Judgment among their regulators and then after
some conversation with the prime minister of Russia
"Vladimir Putin™ they stated that the hinance ministry
and the central bank will work together so they both
commonly prepared one common Draft law in
which ther mamn motnve was . Deputy Finance
Mimister Alexer Moiseev indicated on Wednesday
that there may be some restrictions.

“Russia’s Finance Ministry supports the idea to limit
the amount crypto currency that can be purchased
by individuals, and they declared thar they will issue
“CRYPTORUBLE",

according to them the state issued a cryprtocurrency

1S own  Cryplto currency

thar cannot be mined and will be issued and

controlled and maintained only by the authorities.
The crypto rubles can be exchanged for regular
rubles at any time, though if the holder is unable 1o
explain where the crypto rubles came from, a 13

tax will be levied.. tThe same tax will be

Percent

applied to any earned difference between the price
of the purchase of the then and the price of the sale

[4].

ADVANTAGES OF BITCOIN
Bitcoin has a capacity 1o create an innovation in
present economic model 1in various countries across
the rlobe,
Faster payment compared to traditional banks. Also
cost 1o accept bitcoins is lower than other payment
methods like credit cards
Main and meost important impact of more
investments in bitcoins is during inflations and
hyperinflations. A fiat currency can be made into
circulation as many as wanted and decided by
government, More circulation of currency means
there is drastic downfall in currency value at global
market. Unlike bitcoin which has fixed number after
they have been mined, no more bitcoins can be
created. Thus bitcoins protects against situations

like inflation.

WITH BI'TCOIN DIFFICULTIES WITH BI'TCOIN
1. By using decentralized and open-sourced
blockchain technology, illegal transactions are easy
to make without leaking any information about
individuals and motives. Thus more ease for
cybercrimes to take place
2. It consumes huge amount of electric power as a
huge data base is to be maintained ar global scale
and involving huge number of people.

3. Buying and selling bitcoin is not that simple.
They cannot be easily bought or sold via credit
cards, It 1s done via various exchanges which ofter
such services.

4. Nobody owns bitcoin. Every bitcoin owner has
equal stake. Unlike stocks and hat currency no world
organization i1s involved. Thus bitcoin exchanges
puts a big question on investors, if it's safe 1o invest

O1 1108,

WITH BITCOIN DIFFICULTIES WITH BITCOIN
1. By using decentralized and open-sourced
blockchain technology, illegal transactions are easy
to make without leaking any information abourt
individuals and motives, Thus more ease for
cybercrimes to take place
2. It consumes huge amount of electric power as a
huge data base is to be maintained at global scale

and involving huge number of people.

3. Buying and selling bitcoin is not that simple.




They cannot be easily bought or sold via credit cards.
It 15 done via various exchanges which ofter such
Services.

4. Nobody owns bitcoin. Every bitcoin owner has
equal stake. Unlike stocks and hat currency no world
organization 15 involved., Thus bitcoin exchanges
puts a big question on investors, if it's safe to invest or

not.

MAKING BITCOIN ABETTER CURRENCY
1. A combined initiative can be taken at global level,
To enforce few monetary laws and regulations at
global level. Growth of more crypto currencies can
protect underdeveloped countries like Uganda and
Zimbabwe against inflation and hyperinflations
2. More investiments and exchanges by people art
global platform might lead to country's own
cconomic stability.
3. Better monetary laws and friendly acceptance by
various countries can help bitcoin replace US Dollar
as a medium of international market and exchanges.
This can prove a better option as no particular
country is involved.
4. This can only by various summits and mainly by
unbiased involvement of World organizations like
World Bank

5. Bitcoins can also replace gold reserves.

BEFORE BLOCKCHAIN
1. What you we will do it your identity has been
Which linked all

information like your passport, mobile number, bank

hacked? 1s 1o your personal
account.

2. Once in a every week we use to hear about crime
occurring in stock exchange and money wransfer.

3. Major food scandal Untar Pradesh. Food was
transported across the border of India.

4. Your voting was not authentcate and secure. Is

this type of voting giving you security?

AFTER BLOCKCHAIN
1. If it is linked with the block chain there will be
multiple nodes in it which is very difficult for a hacker
to hack i,
2. Block chain makes a good alternate for a money
transfer across the world and  keeping the
transparency on both the sides.
3. Use of block chain will diminish the control of
third party. Where the consumer will get their
product information just in a second.

4. Using block chain it will become very easy to

detect my vote whether my vote is going to the right

right person or not.
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SOFTWARE DEFINED

)| FI_I[E‘ _(\WM'_HJL UE E_ q L, Wc all know what Interne
of Things (Ia1') 15, Basically 1ol

rives us a map of all the virtual

devices  connected 1o the

internet. 107 has four main

different  components  like

Sensors/devices, Connectiviry,

- I ’ Data  processing  and  Data
‘ rl I ‘ ] ! \j H processing. But then as there
increase in number of devices

there 15 iremendous load on the
-
A\ \NM
-

cloud due Lo which the
maintenance cost and other cost make 1t
very expensive to handle. It is facing issues

such as Scalability, Heterogeneity, Availability,

_— Low computational resources, Small memory
resources, Generation of big data etc. To overcome
these  1ssues new  networking  architeciure  is being
mtroduced named as Software Defined Networking (SDN),

Software Defined Networking (SDN) is an emerging technology that has new design and
management approach for networking, Previously routers were the smart devices used for the
connectivity of different networks which consist of both data plane (to forward the packer rowards
destination) and control plane (to decide the path of the packet to be sent). In SDN both these planes
are separated for smooth delivery of packets. In SDN gateways are utilized as dumb switches only as
forwarders.

SN has a controller which behaves as the heart of SDN. Control plane resides in this controller
and is responsible for assigning the path to the packets. Data plane resides on the router devices and
is responsible for forwarding these packers. Packets routes can be determined in two ways, they are
1. Statwcally: Routes are pre-determined and cannot be changed during transmaission,

2. Dynamically: Routes can be changed at the time of transmission.

Above two features can be embedded in SDN controller ar the expense of decreased nerwork
efhciency because of the addinonal communicanon caused by the control trathe berween SDNC and
[OT nodes.

As the SDN controller is known as the heart of SDN it becomes our primary task 1o keep it away
from every attack. One such anack is Distributed Denial of Service anack (DDoS). This atack can
majorly hamper the working of the SDNC and 1t may lead to the halt of all the services provided by
the controller to all the other host machines, DDoS 1s a malicious attempt to block all
the resources so that the host machines are not able 1o access any of it. Currently &

a study s bemng goinmg on about how this problem can be tackled. Solunon for e W
this 1s vartous Machine Learning Algorithms which can be used to detect
the fraud request which 1s being sent to SDNC again and again. In a
study, algorithms such as Naive Bayes classiier, Support Vector
Machine (SVM) and Neural Networks (NN) were used to understand the




.

the behaviour of the system through these classiliers. Each classifier stands our differently
on the basis of different parameters such as Accuracy, Precision and Recall. These three
parameters were used 1o determine the best algorithm which can be implemented so as to
protect SDNC from DDoS attack. Below tables gives us the overall scenario regarding the
machine learning algorithims with respect to three parameters, they are: Accuracy, Precision

and Recall.

Accuracy Precizion  Becall
Mamve Bayes(3%) 70 15
Support Vector Mackane(9%) 20 20

Meural Metworks (%) 20

Fig: Comparison Table of three Machine Learning Algorithms.

We can conclude from the table that the Support Vector Machine (SVM) performs
consistently while evaluating all three parameters. Further studies are going on using newly
emerging Machine Learning Algorithmes so as to minimize the impact of DDoS atnack on
SDNC.

Software Defined Networking is a domain where we get exposed to various technologies
and helds such as Internet of Things (IoT), Machine Learning Algorithms, Networking rules
, concepts and many more, This one topic allows us to explore many more topics within,
Learning SDN means exploring future as this technology is still emerging and firms like

Google and Microsoft are working on 1it.
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WIRELESS-SENSOR

'1

nternet of Things' is one of the

N E:FW U H" K technologies in which many applications and
| research work has been going on lately.

Internet of Things is all about exchanging of

S I M U L.ATO R FU H data among devices (things) which are

communicating with each other via a network

S M A H T C ITY known as Machine to Machine (M2M)
' ' communication. Each device is associated with
a software, sensors, controllers and network

DESIGN

loT based applications are one of many

emerging trends. Many smart-city IoT based

applications are currently under development. Also

recently, Government of India is focusing in the development

of what is called a ‘“Smart City’. IoT and wireless sensor networks are
going to play a vital role in this buildout. -

Applications such as smart car parking, smart electrical meters, natural event detection and

control system, smart applications or system for agriculture and many more have to be developed

and tested for an appropriate result. Frototype of such an application can be created but for an '

actual implementation, a massive number of controllers and sensors are required and to check for _'

output of such a system before implementation is very necessary. For developers and researchers,

it is one of many challenging tasks to study the behavior of the system/application on a L

monumental scale before carrving out an actual implementation.

To overcome this challenge, a developer can use a simulator like CupCarbon. This simulator

L ]
i

helps to create a virtual environment for the development of wireless sensor networks. CupCarbon [l

Lt

comprises of actual maps, sensor nodes, natural events and routes, markers to create a route,

LY

mobile objects and base station. In-build codes for transmitter and receiver, natural event
generates for the simulation of events like heat, gas, humidity, temperature etc. Networks can be
designed and prototyped through an ergonomic and easy-to-use interface using the
OpenStreetMap (OSM) framework which deploys sensors directly on the map. It includes a script
called SenScript, which allows to program and configure each sensor node individually.
Also, through this script, it is possible to generate codes for hardware platforms such
as Arduino/XBee. This part is not fully implemented in CupCarbon, it only
allows generation of code for simple networks and algorithms. o
CupCarbon simulation is based on application layer of the nodes. -

This makes it a real complement towards existing simulators. It does not e




s

that need to incorporate other complex and resource consuming information such as
mobility, signals, buildings, roads etc.

CupCarbon offers the possibility for simulation of algorithms and scenarios in several
steps. For example, there could be a step for determining the nodes of interest, followed
by a step alluding to the nature of the communication between these nodes to perform a
ziven task such as the detecrion of an event, and finally, a step describing the nature of
routing to the base station in case an event is detected. Senscript is used to write code for
the simulation. Sensor nodes can be made intelligent through scripting. Basic logic,
arithmetic operations and branch statements can be used while coding. Many other
commands are there in Senscript such as dreadsensor, areadsensor to read data for digital
and analogue sensors respectively. Commands can be categorised as Sensor command,
Radio Module command, Embedded Card command, Message data and Mobile
Visualization.

Students as well as researchers can use this simulator for developing projects or
conducting research. lol based applications will help in understanding the behavior of a
system before performing an actual implementation. It also minimizes the cost of testing

the system and ultimately, the cost of the whole project.

Compsed By
Rahul Neve
Assistant Professor

I'T Department
POs attained : 1,2,3,4,5,6,7,8,9,11




“AUGM
SRBALN YIS
NOT JUST

EAR

Augnmnmd Reality (AR) uses a personal

display, up close to the user to show him/her

information, text, drawings, 3D objects
generated by a computer, either locally or
remote. The overlay information is registered

to the scene by a forward-looking camera and

(X display the skeletal structure of a building, or

the location of a store, can translate

NEWsPApEers, Iman uals , elLC.

In the very near future we will all be wearing
AR glasses, just as we wear corrective and sun
glasses today. The AR glasses of the future will be
lightweight, they won't be unbearable or attract attention
to themselves, and they will be capable of providing us with a
wealth of related information, as well as being a logging device of our
lives. The AR glasses of the future will always be connected, providing you
with information and sending information about you (with your approvals and to your private
storage locker). AR glasses will also be honest witnesses in any insurance claims, or disputes with
service personal. p
However, the benefits of AR are not limited to the future or just glasses. A smart-phone or tablet
can today deliver AR capabilities too. Basically any device that has a forward facing camera and |
back facing screen could be an AR device. Theoretically a digital camera with a Wi-Fi or Bluetooth &
capability could be an AR device. So could your car if it has forward facing cameras as are being "
proposed for autonomous driving. And if a car can, so can a boat, truck, bus, or a train.
AR is not just a solitary experience either. With the help of camera and Wi-Fi or any other mobile [y

phone connection, a technician or a first responder can show the situation to an expert at a remote

location and get guidance.




e -

In addinon to AR glasses- also known as “smart glasses” - tablets, and phones, there are AR helmets,
AR helmets are for motorcycle riders, and for factory workers. These are helmerts with Heads-Up
Displays (HUDs), which are a logical and pracrical implementation of an AR system, and the helmer

offers more storage space for electronics and barreries,
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Intelligent Systems :
Artiticial Intelligence &
Machine Learning

Technology around the world is changing rapidly. To fulfil the

demands of customers, Artificial Intelligence(Al) and Machine
Learning(ML) play a vital role.
Al and ML include : Virtual Reality (VR) ,Augmented Reality (AR) ,Mixed
Reality(MR) , Computer Vision etc.
Virtual Reality
The major aim of VR is to develop an avatar-based 3D virtual environment
that simulates professional interpreting practice in these settings and to
populate this environment with relevant pedagogic content such as an
appropriately spoken source text for interpreting practices in several
languages.
The overall aim of the project was subdivided into a number of specific
objectives, namely - to create an adaptive 3D the virtual environment that
meets the need to develop a range of interpreting scenarios (e.g. a business
meeting room, a court room, a tourist office or a community center) that
can be run in different modes (‘exploration’ ‘live’ ,and ‘interpreting
practice’); to develop multilingual content for use in interpreting
scenarios of the virtual environment.
Areas of VR:
Military : VR simulation helps in testing the soldiers in
many different stressful situations to check their
reaction and performance without the risk of

being hurt physically or mentally.




Real estate.

Automotive.

Healthcare.

Gaming.
Education and learning new skills.
Tourism.
Augmented Reality
When we look forward to understand how anything works, we must
have its objectives in mind. The objective of Augmented Reality is to

bring computer-generated virtual objects into the real world by accurate
simulation and allow interactions in real-time.
Areas of AR

Pharmaceutical
Advertising & Branding. performance

Maintenance & Repair

Real estate
Automotive
Gaming
Mixed Reality
Combining AR and VR to make both work in tandem. Example HoloLens
Tools& SDK to develop AI and ML :
Tools : Unity 3D Engine, Unreal Engine , Android Studio, XCode

3D Designing & Modeling: 3Ds Max, 3Ds Maya, Blender, Photoshop etc.

SDKs: ARCore Vuforia SDK | |
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THE EVOLUTION OF COMPUTING AND IT INDUSTRY

The IT Industry is divided in two parts:-1>Software 2>Hardware
First let’s see how the software industry has evolved in the past decade

The most basic example of an automated system might be a train ticketing
system. There is software that has indexed all the places that you can visit
and accordingly plan your journey and get tickets. This system has been
deployed for many years now by IRCTC. Many such software solutions
have become an integral part of our daily routine. Such systems are follow
an algorithm and do not deviate from it. This as you might know can be
procedure based or object based depending on the type of problem you
want to solve. The problem may be divided into modules and then solved
one by one. This is finding a ‘computerized’ solution to our problem.

But the meaning of ‘computing’ has changed over the years. Any
innovation has a first part where you find a problem and the next part
where you find its solution. Earlier the problem identifiers were humans
and the solvers were the machines. But computing today even includes the
first part. There are Machine Learning algorithms that can be fed on huge
repositories of data and programmed to improve it and give a conclusive
pattern of data. We have headed towards a world where the computers can
even predict the future. Humans have felt the need to make computers
think like them for the same. Examples of Machine Learning algorithms are
infinite. Some of them are G-locomotive, Soil fertility using Image
Recognition, Weather forecast, etc. In Business accounting, SAP
BusinessObject Bl is a Business Intelligence platform that can provide data
discovery, insight analytic derivation, etc.

An AI/ML software is more accurate if there is more reference data to
learn from. To process more data, a robust and secure hardware is
required. This is where the hardware industry comes in.




Most developers are now making applications with more core usage, using
the parallel processing architecture as there a limitation on number of cores
available on the CPU. So the new way is to use the GPU cores for
computing processes. With this new architecture there can be 1000x
increase in the no. of available core. The GPU might have been developed
as a image processor but now, using CUDA/Tensor cores, we can have GPU
perform most of the tasks that a CPU does.

The maximum cores that are available in a CPU right now 1s 72 in the latest
Intel Xeon Phi Processor, where we can integrate maximum 4 processors in
one server makig a 288 core data server. While if we compare it with the
leading GPU for data centre, NVidia Tesla V100, the no. of core increases
1000 times. This GPU supercomputer can replace 54 CPU server nodes.
CPU is important for OS handling, so if we dedicate a GPU for other robust
process and keep the CPU free, we can achieve optimization

Using the NVswitch tool, 16 such GPUs can be integrated in one server
which can then provide 81,920 cores which was only 72 in CPU. While
comparing computing speed, the speed of Tesla V100 can go over 100
Teraflops. Using GPU cores is also advantageous when it comes to power
management. A GPU with 8 cards i.e 40960 cores uses only 3500 watts of
power while if we create a CPU data server of similar capacity, it will use
approximately 200 kilowatts of power.

From a point of limitation to infinite possibilities in data computing,
hardware and software have advanced parallelly.
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Abstract

Nowadays, the prime thought in every girl’s mind
is about her own safety. Although women have
acquired top positions in all sectors, according to
the of

organization 35% women all over the world face a

reports MNCRB-social-government
lot unethical physical harassment, sexual assault,
kidnapping and many more crimes even in the
public areas like railway station, bus stop, etc. The
authors felt a need for an advanced women
security system which would make them feel safe
when travelling alone. The system is equipped
with pulse rate sensor, camera, switch, GPS, GSM,

buzzer and a microcontroller.

L INTRODUCTION

We don't need o look at stanstics to confront the
horrid truth. Everyday new stories flash in news
channels and newspapers about women being
molested, raped, ete, and we all are well aware about
it. The increase in the number of such events is an
alarm for people 1o wake up and 1ake efforis for
making India a safer place for women., To make
women feel safe we have designed an open source
lovw cost safet '_l,.-'_i.‘;u‘kr."l: for wWormen, 'I'l'l{"j:i.l_‘]-:{‘l wollld be
activated when the pulse rate of the user increases
than average in a panic situation. Then when a button
is pressed the current location of the incident is sent
1o personal contacts and police control room. A loud
sound is emitted from the buzzer to make local
people aware about the incident and 1o flee the
attackers and assaulters. Then a camera switches
which would record the situation and could be used
as a proof and o identify the attacker afterwards.

Some of the incidents are: being stalked while
walking: attempted physical or sexual assault; unsate

neighbours; domestic violence

II. PREOBLEMS IN FOCUS
1 Sexual harassment: Women across India from
exceoutives in corporate towers to those toiling on
roads, farms, etc.  face the same problem of being

sexually harassed.

CAR: Smart Women Safety Wearable
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2 Stalking:

when alone is the major threat 1o women in India.

Being followed on vour path to home

Most of these stalking incidents happen at night in

less crowded areas. This 15 where we need a solution.

3 Unreported cases: The major problem in India is

that most of the cases go unreported as it is
considered an act that puts one to shame, only 200 of
the registered cases for sexual harassment reach
actual conviction. This is because there is no proof

about the identity of the criminal.

1L EXISTING SOLUTIONS
There are many existing solutions for the problem.
But in the existing system there 15 no monitoring
system for girls, it should create many problems for
them as they need to press some 505 buttons
manually which maght not be possible in in an
cmergency situation. Some are purely based on
Android application which means everyvone needs 1o
have a mobile phone and a stable internet
connection at all times. There is no hidden camera

for the proof of the incident and the identity of the

criminal.

IV, PROPOSED SOLUTION
Violence against women (VAW) is, collectively,
violent acts that are primarily or exclusively

committed against women. To make them feel safe
and avoid such cases the solution proposed is a
woimmen safety jacket. The security system is based on

2 modes:

A. Hardware Device mode

All the hardware is hidden in the jacket so that no
one comes to know about it. It consists of a pulse rate
sensor which would continuously keep a track on the
pulse rate of the women. If at any point of time the
pulse rate becomes higher than average. That means
the user is in a panic situation or scared from
someone. Then the system is switched on and if the
women presses the button present on the sleeves of

the jacket, a message will be sent to 3 saved contacts

and the police control room with the live location of



the victim. Also it will give a call and become silemt

after the user sees it like an alarm.

B. Software mode

In thas mode the victim can open the () android app
press a 505 button which would acuvate the system
without checking the pulse rate. It would then inform
the saved contacts about the event.

Whenever the system is activated the camera
switches on and starts recording the incident and
saves it in a SD card for a proof of the incident and 1o
identify the criminal. A buzzer is also switched on 10
produce a loud noise o make other pedestrians

aware abourt i,

V. METHODOLOGY
The system consists of many electronic sensors,
audio-video devices and a microcontroller. Figure 1

shows the data flow in our security system,

Fig I: Block Diagram
Microcontroller a microcontroller consists of the
main processing and controlling unit of the system.
All the input and output devices used in the system
are interfaced to the Input / Cutput (1/0) pins of the
microcontroller and the program for execunon is
stored in the memory of the microcontroller. The
microcontroller used in the project is Raspberry Pi
M Aero W (Wireless)

ultra-small and ultra-shim Raspberry P1 Zero W

Zero W Raspberry the

{(Wireless) is the smallest form factor Raspberry Pi on

the market incorporating Wi-F1 and  Bluetooth

connectivity on board.

Fig 2: Raspberry Pi Zero
Pulse rate sensor  Pulse rate sensor is a plug and play
sensor o check the heart rate, When we |'|n|..';|{‘t:' the
finger on the pulse sensor, the light reflected will
change based on the volume of blood inside the
capillary blood vessels. During a heartbear, the
volume of capillary blood vessels will be high. This
affects the reflection of light and the light reflected art

the time of a heartbear will be less compared o thart

of the time during which there 15 no heartbeat.

Figr 3: Pulse Rate sensor
Switches 1) Multiple Push Switches are used 1o detect
user input to the system. Switches are digital input
or logic O
microcontroller depending on whether the switch is

devices sending logic | e the

pres sedd or not,

F

Fig 4: Swirch
GPS - The Global Positioning System (GPS) is a
satellite-based navigation system made up of a
network of 24 sartellites placed into orbit. By using
the GPS sensor, you can get current information
from the GPS receiver, such as latitude and longitude

coordinates, bearing, and speed.

o

=5

Fig 5: GPS (Global Positioning System)
The Global of Mobile
(GSM). The GS5M sensor used in this project is 5IM

B00L It is a small, portable breakout board used for

System Communication

sending/receiving messages and calls.

Fig 6: GSM (Global System of Mobile
Conumnunication)

Camera Camera serves as an input device for

capturing photo of the user for verification and

ransaction records handling purposes. The camera

is easily imterfaced using raspberry pi and Arduino

Fig 7: PiCamera




Buzzer |1 Piczo buzzer are most commonly used 1o
produce sound. When a dc current is passed through
it, the piezo plates in it expands and contracis

resulting in generating sound.

Fig 8: Buzzer

VI IMPLEMENTATION

v
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Fig 9: Flowchart

The hgure above shows the flow of data in our safety
Jacket., First it will check for pulse rate continuously
until it goes out of the average range. It it rises or
decreases too much the system will be acuvated.
Then it the user presses the button present on the
wrist, the system will gather the live location of the
victim and send messages 1o the family members
and a call to police control room. It will turn on the
camera and the buzzer.

We have implemented our idea into a jacket. We
incorporated all the electronics and tried 10 use very
few wires 1o make it comfortable to wear and use. All
the electronics was stored in the cap. Figure 10 shows

the jacket with the elecironics,

Frg 10: Jacker with hardware

VII. RESULTS
In this electronic jacker for women safety we used
:SM sensor to send message and location to the
Family members. Therefore, this system is used for
protection and 1o control other activities which are
happening today’s scenario, Buzzer is used 1o make
loud noise to call for help and o flee away the
attacker. All These sensors and aciuators are
connected 1o the Raspberry Pi Zero. Finally, the
video recording of the incident and an image of the
assaulter is also stored in the system which can be
viewed later.
Figure 11 shows the message received by the family
members when the user is wearing the safery jacker

and is in danger.

o, i B W =i T

FFIRTFFFIMFLLY o

ey oy e

Bl ira™

Pofyi ot Tl BT T o
Lt | 5 2L D
[FETS SN R

L T

B g

B o vl ] sl in
artmda- 50 2 2
Wy B, 73 BT

Figr 11: Message received

VIIL. FUTURE ENHANCEMENTS

=  Wearable devices like jewelry or warches can be
maore suitable 1o use in every occasion., Hence this
system can be integrated and made smaller into a
form of a pendant or a warch.

=  Immediate action is needed 1o be taken when the
molester is attacking the girl. To solve that we can use
a stun gun circuit 1o disable the aunacker for few
minutes and the girl can safely run away or ask for

help.




IX. CONCLUSION

Sexual harassment: Among the worst countries in

crime, India has an abhorrent track record in all
forms of sexual exploitation. In homes, on streets, in
public transports, at ofhces, even on vacations. No
place is safe. And the most terrible fall out of this is
the lack of self-worth and feeling of degradation
following the emotional and physical rauma that
constant harassment creates. Hence, the system
proposed above is a good step forward 1o help
women be safe at all times when they feel they are in
danger or being harassed. 20% of such cases go
unreported; hence the device sends the information
of the incident immediately to the police so thar the
attacker is caught as soon as possible. We hope for a

safer world for women,
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Chances are that you are not willing to go in that world again though. But as
a fish, you still have no idea about cosmos, space, stars, solar system, galaxies
etc. And most probably yvou won't know about them either. We as human
beings are thankful enough to know about all those things related to the
cosmos that animals inside oceans don't know about.
But what makes us think that we know everything? What if this is true of us
humans too, similar to those fishes?
There is a good chance that our version of the universe is far from the truth.
And there is no guarantee that we would ever be able to sense the "reality”
either.
Take snakes, for example, they don't have the ability to hear, so even if
snakes had brain power just like us humans, they won't ever be able to know
what it feels like to hear a "sound”, because they can't sense sound waves.
What if there is something out there that is completely out of our reach?
That's quite an interesting question, don't you think?
Maybe there are some superior beings out there, who know about us, each and
every detail. But we don't know about them, just like a fish who has lived
his/her life deep inside an ocean, has no clue about human beings. But we
know about that fish's species and a lot more than that fish knows about
himself/herself. And these superior beings may don't care about us humans in
the same way as well.
Quite scary isn't it? But what if the actual "reality” is far scarier/surprising

than this too?

What if we don’t actually exist?

Chances are quite fair that the world we live in is just a mirage, a simulated
reality made up by some Superior beings/Advanced Civilization. This may
seem to be unrealistic at first glance but according to the leading scientists, this

might actually be true.

"THERE ISONLY ONE CHANCE IS A BILLION THAT OUR
REALITY IS NOT A SIMULATION “- Elon Musk

Elon Musk is one of the greatest entrepreneurs in the entire human history
and the greatest of the 21st century. When you hear such a thing from
someone like Elon Musk, serious doubts regarding the nature of our reality
begin to arise. Mot just him, but legends like Bill Gates and Stephen Hawking
have a similar opinion.

There is a very likely possibility that the world that we live In today 1s just a
merge stimulation that has been programmed by some advanced species. If you
have watched the movie “The Matrix', you already have a good idea of what [
am talking about.




We might be inside something similar to a computer
programme and everything that we see today 1s, in
fact, fake and does not actually exist. It's just us who
are made to think that these things around us exist
The world's first programmable computer, the ZUZE
Z1 was able to perform two flowing operations per
second. Modern computers do this 27 trillion times
faster! And this is being achieved in a mere 79 years.
According to the scientists, the power of computers

will grow several times more in the next hundred

Vears.

It's hard to even begin to imagine what kind of world

our children and grandchildren will live in

Already virtual worlds like the one for example in
Grand Theft Auto 5, shock us with their detail. It's
easy to imagine that it will become indistinguishable

to from reality in next 50-100 years.

In fact, it is possible that we will be able to create virtual universes in which the characters really think
and have minds similar to ours. But they won't know that they live inside a simulation. This is really

frightening on many levels. What if we are such characters already?

I II"‘ll L=

L

world back in 2003, Its essence was that if my technological civilisation exists in our universe, then it is likely
that they can create simulations, similar to those where yvou and your Kids play sitting at vour computers, only

millions of times larger and more realistic. This means that you or | could be in a world of NPC, Non-Flayer

Characters in some alien Sandbox right at this moment. One of the most serious proofs that we live inside a

stimulation 1s a phenomenon known as Quantum Entanglement,

Quantum Entanglement

ol
50, what 1s this "Quantum Entanglement” exactly?
It is a physical phenomenon which occurs when pairs or groups of particles are generated in such a way that
the quantum state (read further to understand what "quantum state” really is) of each particle cannot be
described independently from the state of the other particle(s). And that's true even if the particles are separated
by a large distance from each other. Therefore, a quantum state of one particle is enough to determine the

guantum state of the whole system, even if the other particle is far away.



A photon 12 through space can be considered to
e rotating 1.e ha mething called "spin’. In fact
hotons don't really rotate but this is just a

i

\N experiment was propos

+ T ivsotot rarkiimn
CINSTEN, Wil

5 experiment.

nhotons in different directions then because of the Law

nterconnected. If one of them rotates from the bottomn then the other will rotate from the top down, always! They

will always have a spin in opposite directions, this is call gquantum entanglement, in a more simpler explanat;

Remember, the photons don't kno hich way to spin before they are observed. So in this case, if the fact of the
servation made one photon choose one of the options, it's tangled partner must then immediately have a spin

posite direction. That is, by the very fact if our observation of one photo affect the spin of the oth

hoton. Even though we did not observe the second photon. And the second photon is required to not only find th

gpin but to do so immediately, even if the photons are at a great distance from each other. That means that if the
tangled photons were somehow are set even to the different ends of our universe. This information about which

[ 1S 15 INCre

dible, it violates the ve
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several quadriilon times faster

Iy law:

photons in a vacuum. Howewe r, the second photon still somehow manages to get this information in almost ze:
Lime
L] =
But the question is, How?
How does an entangled photon send this information to its partner faster than the speed of light (it's

e speed of light!)

Einsteln was co ced that such an instantaneous connection was impossible and he assumed that whie
Fangled photor nerge from the atom, they already comprised information about the past Know whicl
direction to rotate if or when they are observed. | hat means that the observer doesn t change things but only
opnizes the spin« e particle.
Here is the interesting part, after vears of Einstein’s death. It turned out that this single unparallelet
renius was mistaken in this case. That s right, Einsteil 15 WIong
[0 prove the presence or sence of informat ibout the direction in which the particle rotates
after the observation, Irish physicist Jonn Bell set up a very complex and ingenious experimel he
resul ere aste ling, Bell provea ti the entangled particle does not ve a clue before it 's observed,
in which direction it would spin. The photon randomi ooses the spin only after the measurement. And

-



the speed of light.
This experiment gave us more questions than the answers.

You must be thinking what does this has to do with Virtual Reality? Here is the explanation-

HOW QUANTUM ENTANGLEMENT AFFECTS OUR
REALITY

Perhaps Einstein was right when he said that speed of light is the speed limit in the physical world. As |
said, "Physical world”, which means that this does not necessarily need to be true for a virtual world. If
we substitute a virtual reality in place of a physical world the instant connection is easily explained.
When two photons get entangled, their programs are combined to joint-see the two points. This
combination of programs will respond for both pixels, if we can call them that, no matter where they
are.

At the moment of measuring one particle, it's program randomly chooses one of the spins and the
program of the second particle immediately reacts. It becomes clear why the distance isn't important.
The processor doesn't need to go to the pixel to ask it to spin, even if so-called a screen is large, even if
it's as large as a universe.

So this is a perfect example that can prove that our world is, in fact, a virtual stimulation since there is

something that can travel faster than light.

CONCLUSION

Physicists say that no one really understands quantum mechanics. But if we assume that our world is
virtual, everything quickly becomes quite clear. To describe the world of elementary particles and their
interactions, scientists use quantum mechanics. And for the macro world, Einstein’'s general theory of
relativity is used. But if these two worlds co-exist in nature, that would allow for both. And this is what
exactly the hypothesis of simulation does. It perfectly explains this, the mysteries of the big bang, the
curvature of the space, the tunnel effect, the dark energy and dark matter, all can be explained on the

basis of the assumption.

)
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On 29th September 2018 we had an opportunity to
Interview Mr.S5rinivas Singh, Senior Manager,
Information System Security, Axis Bank. We had our
student correspondents Ms. Sanya Gandhi and Ms.
Priyanka Sharma for the event. He shared his
industrial experience with us and gave a his insight
on various trends like Blockchain and Cyber-security.

We present you the excerpt of the same.

EXPERT
TALK



Qs 1)Every achiever has a start of his
journey where he once develop immense
interest in that topic, What prompted
your mterest in Security?

A. As a developer taking a lecture,
being a lecturer and during development,
[ was fascinated with the encryption
system , and realized that in every field
encryption played an important role
Also ,every project need a security team
for compliance reviews and hence, this
triggered me and I studied about it and 1
cracked the interview .Therefore ,I chose
this career.

Qs 2) What are the stereotype that Cyber Security personnel deal with, if
there are any?

-> Before answering this question let’s talk about cyber security.
Cyber security is a term affirmed to parameter, I'll explain this term with
an example. Suppose an organization provides a network, if used by
students then it does not get cyber security into picture while if hacked
by an outsider is an issue of cyber security .One perception people have
about Cyber Security manager is their ethicality .The second perception is
regarding software development as it starts from us is thought in a
manner that it will be stopped and this thing will act as a show stopper.

Qs 3) What kind of problems do you handle at your Job?

.1'-'5! Iso, it is not cnnmdered there as well it is like we are imposing it on thern
like ‘do have your database encrypted ‘have your disk encrypted’, ‘use a
DCP plug’ etc. So it is important to tell them that information security is
mportant, not only for me and them, but for the entire organization. One

f many major challenges is to create awareness, there is not much

wareness, even in the budget, but as any cyber-attack happens, the budget

or information security increases, like ‘buy this tool’, "hack this firewall’,
ack that company’s firewall’, 'use machine learning implementation’, so it
like, a reactive approach, so spreading awareness 1s a major challenge.




Qs 4) Blockchain, are some of the most trending buzzwords when Security
is thought of, how can they change the banking procedure/environment?

A It works in 2 ways:

It 1s immensely time saving, suppose you want to transfer money from
Saudi Arabia to India, earlier it used to take around 5 to 7 days because it
follows long procedure, from one category to another, and then it converts
into rupees, but with blockchain, this process can be achieved within 5
seconds. It 1s a natural advantage, however, it 1s better to stick to a regulatory
or concerned blockchain because in banking we are bounded by regulations.

[t enables information to be shared safely. For example, if I've sent
some logs containing some analysis to some other people, what is the
guarantee that my information has not been tampered with? And these
logs are in TBs, nit even GBs, so here blockchain can help. They contain a
hash or a ledger which will tell the receiver that the data is the one
originally sent by the sender. And there are no regulations as such in this as
such. Many people therefore use blockchain as a File Integrating Manager,
suppose if [ send a file to you, if it is manipulated or tampered with,
blockchain will let me know. But I personally feel that blockchain still
needs to evolve. From implementation point of view, it has evolved much,
but with respect to security concern, it still needs to evolve, they need to
inculcate more security measures.

Qs 5) Today people talk about internet security and privacy how is a balanced
maintained between the two?

A Well, more secure the internet, more there will be privacy. But,
there is a national security and private security, there should be a balance.
Suppose NSA want to sniff or want to know what a person is talking about
in order to get some information, then that is violation of privacy. But,

~ national security comes at the top of everything, and that is what every e
~ country, every government tries to achieve. But there still needs to be a
balance, I don’t know how, but the talks keep happening. For example, in

US, suppose you have put your database cloud in New York, the US
government can still use a backdoor and read your data even if the

agreement says 1t cannot, because it 1s your data not theirs, but their
government can hold your database with data in it if it concerns their

national security. So I personally feel that not much has been done, nor a

large discussion has been made about this, and I'm sure some solution to

this will come.




Qs 6)Have you ever encountered any major cyber attack and if yes, how did
you tackle 1t?

A. [ cannot reveal that, it is against my banking policy. But the world
recently faced a major cyber-attack called WannaCry, you must have heard of
that, where almost 50 to 60 percent of the world population was affected and
India was among them, majorly affected one was Europe. Major reason was
patching of the systems that we all have, like we all do 1n our personal laptops,
we do not care much about regular updates, patching, security, antivirus,
WannaCry used the same against us. It was the most major attack ever, that
the world has ever faced, not in terms of revenue, but in terms of
propagation, it was highly impactful.

Qs 7)We would like to know your take on the reliability of VPN service
providers?

A. Ok.Iwill give you an analogy. Let’s say you create a database and you
place it in Google cloud or any other data center. Now, there is no VPN and
let’'s use Oracle Database. As Oracle 1s a brand name we think it is secure but it
1s not. So data inside your database is your concern. Have encryption in place,
the key of encryption needs to be with you and not with the Oracle server or
someone else. Same way, let’s say a VPN is equally threatened. Now we need
to place additional patrols inside a VPN to secure it. Otherwise, nothing is
secure; it is our responsibility as a whole. So taking a VPN server as an
example, if it 1s not communicating with the outside world on its own that
means it might be sharing data to some third person. Many such products are
available in the market. At the end it should be our concern, that we should
have control for this. Otherwise all VPNs are insecure. Likewise all databases
are insecure.

Qs 8) As you must be knowing that Automation is a step towards efficiency,
how will automation affect banking?

‘A Nothing specific. What the world 1s doing and what India 1s doing 1s
nothing ditferent. By ‘world I mean the US and Europe. People in India
- are trying to mimic the human being. For e.g. I have been assigned arole =
~ and every morning I will login in a portal, download the ticketing

information and send it to my Manager. Now same stuff can be done with

the help of automation. There will be software with some privileges and

rights with some login ID. Every morning at scheduled time 1t will login,
download, create a file and send it to the required person. However, when

we say Automation, it 1s more than mimicking a human being. Automation

1s like having Artificial Intelligence inbuilt, the robots learning on its own

using Machine Learning algorithm where the software learns to optimize
the




Qs 9) What are the areas in banking where automation is feasible?

A. Anything and everything can be automated. In banking for e.g., If you are
filling a physical forma and you need to enter that data in the database, then
instead of typing it all, you can use an OCR implementer to scan the page.
The OCR will scan the page for text and then processed data can be
automatically transferred to the database. Anything with manual intervention
can be automated but at the same time you can’'t automate 100%. You should
have some quality checker, some maker checker. A robot might be used to
create some object, but there needs to be some human checker until the robot
is fully matured. When you see that 1007% of data is being correctly processed
then you can remove the manual check. So it works parallel.

Qs 10) Tell us about some interpersonal skills we should have outside
academics and how to manage them with technical skills?

A. Ethics is the one thing because normally hackers are seen as criminals.
The cyber or any information security should have an ethical balance and
loyal to its organization. Other soft skills and communication skills, because
in many places this roles like official security office are very authoritive. It is
like if we don't approve, anything will not move to production and the new
software won't be bought by any organization. So many times people feel that
authority and behave rudely. So they should see that in a different way. They
have authority but at the same time they have responsibility. If I stop
everything my business would go down and because of business I am there.
So this three things I personally feel everyone should have.

Qs 11) What are the Job Opportunities for an I'T graduate in the field of
Banking Security?

A. Alot! You must be knowing the speed at which the world is moving
towards digitization. Everything like robotics, websites, applications, IOT,
Blockchain and cloud computing. But their vulnerabilities are not considered
and there are chances of manipulation and exploitation. So there are a lot of
chances due to the speed of digitization according to me.

- Qs 12) Do you have any messages for the budding Engineers of TCET?

A. They should use and manage their time properly and try to explore
new things. Also more important is try to figure out what they wish and
what they want to achieve. Both are different things. For example, [ wish to
have a Ferrari but I can only settle down for a small car or a Sedan. So that
1s what I personally think they should achieve in their life while doing their
studies.
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AFTERWORD.
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| would like to take this opportunity to thank Mr. Srinivas Singh for
giving us his precious time to give an Interview,and also Ms. 5anya
Gandhi and Ms. Priyanka Sharmato conduct it.

| would like to thank Advait Maduskar without whose advice this
magazine couldn't had taken this form

Also the Faculty In-charge Mr. Aaditya Desai and our HoD, Dr. Rajesh
Bansode who were always optimistic and believed that our team could
handle this task.

| would also like to extend my gratitude towards all the teaching and non-
teaching staff of IT Department who were always very helpful to us during
any problems.

The author have done a commendable job on there writes and |

congratulate them on there publication.
Lastly, my gratitude towards my team who patiently listened to my
requests and delivered the needful whenever needed.

SINCERELY YOURS,

DIVYAM CHOUDHARY
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GODE OF ETHIGS

The Department of Information Technology of TCET believes
that I'T Engineers make a direct impact on almost all aspects of
Human Life for its betterment. I'T engineers should strictly
adhere to the highest principles of ethics of ethical conduct. In
order to inculcate high standards in professional behavior, the
department advocates the following code of ethics for all the
students, Faculty members, & staff of the department.

1. Strive to be professional competent to provide high quality
product & services.

2. To responsibly make decisions, minimizing hazards to
soclety and to disclose potential factors that may be a threat to
health and society.

3. Be fair to all individuals and not discriminate between
individual based on religion, race, sex, age, disability, national,
origin, etc.

4. Give credits to contribution of others viz. copyrights, patents,
intellectual property.

5. Protect and respect privacy and ensure confidentiality of
information whenever appropriate.

6. The Knowledge gained during the course of study will not
be misused for carrying out any illegal activities, intruding and
hacking of networks



